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Purpose 
The purpose of the Password Policy is to outline procedures to securely manage passwords and 
ensure strong authentication mechanisms for all information management systems in Veranda 
Learning. 
  

Scope 
Password policy applies to the following: 

● All Employees of Veranda Learning 
● All Contractors of Veranda Learning 
● All vendors / third-party/visitors 
● All information systems 
● All 3rd party applications 

 

Background 
Strong passwords for an application are the first line of defense against malicious actors. This 
policy is intended to define the rules of how Veranda Learning employees can maintain strong 
and secure passwords when using multi-factor authentication and also how all information 
systems can enforce best practices for strong passwords. 

 

Policy 
Password complexity and strength 

● All passwords must be at least 8 characters, including upper case, lower case, number, 
and a special character. 

● Passwords should not allow personal information such as birthdates, full names, or 
city of birth. 

● Common patterns such as  QWERY12345 should not be allowed. 
● The last 5 passwords should not be recycled. 

Password Rotation 

● All system and user-level passwords should be rotated on at least a quarterly basis. 
● If a credential is suspected of being compromised, the password in question should be 

rotated immediately, and the Engineering/Security team should be notified. 

Recommended practices for secure password management 

● All passwords are treated as confidential information and should not be shared with 
anyone. If you receive a request to share a password, immediately report to your 
manager or information security team. 

● Do not write down passwords, store them in emails, electronic notes, or mobile 
devices, or share them over the phone. 

● If you must store passwords electronically, do so with a password manager that has 
been approved by IT. If you genuinely must share a password, do so through a 
designated password manager or grant access to an application through a single 
sign-on provider. 

● Do not use the 'Remember Password' feature of applications and web browsers. 
● Avoid using the same password for multiple products or services. 
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Multifactor Authentication 

● Multifactor authentication aims to provide added protection to systems beyond 
password authentication. 

● All publicly accessible systems such as Google Workplace should be secured using a 
multifactor authentication method. 

● Multifactor authentication can include password and token/device verification, 
password and email verify, password and MFA app verification, and password and 
SMS/text code verification, among other methods. 

Password Failed Limits 

● The purpose of password limits is to protect against dictionary attacks or password 
guessing attempts. 

● A limit should place on the number of failed password entries to 5 wrong password 
entries on production systems. 

 

Mapping with Industry Standards 
 

This policy addresses the following risks related to password management and Information 
Security standards, frameworks: 

Risk Mapping to ISO 27001:2022 
Loss of CIA (Confidentiality, Integrity, and 
Availability) 

5.17 Authentication Information 

Data Breach 5.17 Authentication Information 

Unauthorized access 5.17 Authentication Information 

Information Leakage 5.17 Authentication Information 
 

Theft 5.17 Authentication Information 
 

 
Enforcement 
Information security team and each employee is responsible and accountable for enforcing 
password policy requirements. 

Non- Compliance  
 

Violations of the policy may subject employees to disciplinary action, including removal of 
privilege to the systems, up to and including termination of employment. Sanctions for 
non-compliance may include, but are not limited to, one or more of the following: 

● Disciplinary action according to applicable Veranda learning policies. 

● Termination of employment. 

● Legal action according to applicable laws and contractual agreements. 
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Validity and Document Management  
 

The owner of this document is the management, who must check and, if necessary, update the 
document at least once every 12 months. 
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